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5 Stepsto Integratethe ‘Fifth Pillar’ of BSA Compliance

By Cindy Hagan, senior consultant, compliance services
Sollievo Group, LLC

The year was 1970. It was atime of bell-bottom jeans, feathered hair and
Mary Tyler Moore makin’ it after all. It was aso the year that Congress
passed the Bank Secrecy Act (BSA), alaw which required financial
Institutions to work with the government to snuff out money laundering
and fraud.

Over the past four (almost five) decades, BSA has endured constant rules and regulations
changes. These regulations have resulted in what is called the “four pillars’ of BSA. The pillars
state the financial institutions, including credit unions, must abide by and enforce the following
procedures as part of their BSA compliance:

1. A system of internal controlsto ensure ongoing compliance.

2. Independent testing of BSA compliance.

3. A specifically-designated person(s) responsible for managing BSA compliance (aka, a
BSA compliance officer).

4. Training for appropriate personnel.

The most recent rule change from FinCEN requires financial institutions to gather information
for beneficial owners of alegal entity customer (i.e., acorporation, LLC, etc.) and establish a
risk-based customer due diligence program. This new rule has now taken the role asfifth pillar
of BSA and should be implemented within all credit unions by May 11, 2018.

The official verbiage to describe the pillar, as stated by FinCEN, is:
“Toidentify beneficial owners of legal entities for which a covered financial institution provides
an account (‘legal entity customers’), and to add risk-based customer due diligence procedures to

the existing ‘four pillars of AML program requirements.”

So how can your credit union integrate the fifth pillar into your BSA compliance process?
Follow these five steps:
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1. Perform additional verification on all new accounts opened under alegal entity, rather
than an individual. Y ou will need to identify the natural person(s) behind the legal entity
to determine who has beneficial ownership of the account.

2. Incorporate beneficial ownership verification into your procedures and account opening
documentation. Y ou may use FinCEN’s format or create your own form that includes, at
aminimum, the requirements set forth by FinCEN.

3. Develop of method of assigning risk values to members and conduct ongoing monitoring
of your membership. The frequency of monitoring should correlate to the level of risk
assigned to the account(s).

4. Establishrisk rating criteriato be used during ongoing due diligence monitoring. Create
monitoring schedules based on assigned risk and procedures for changing arisk rating.
Define clear documentation expectations for all staff.

5. Providetraining to your BSA/AML officers, staff, directors and frontline staff so they
know and understand new procedures under the fifth pillar.

While it may seem like the fifth pillar brings about more work for credit union staff, the
necessity of this rule change cannot be disputed. Two words. Panama Papers.

Thetruth is, BSA will always be an evolving regulation - it has to be to keep up with new money
laundering schemes and fraud attempts. But for now, stick to the five steps for implementing the
fifth pillar at your credit union.

Thiswill ensure compliance, protection against money laundering threats and that...hey...you'll
make it after all, too!
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